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1. Report Purpose 

1.1. This paper sets out a draft procedure on fraud, losses, special payments and gifts. 

2. Recommendations 

2.1. The Committee is invited to comment on the attached draft procedure. 

3. Background 

3.1. GCRB is required to have adequate procedures to prevent fraud or bribery (paragraph 
17 of the Financial Memorandum between the Scottish Funding Council and SFC). 

3.2. The Committee’s terms of reference give it an advisory role in relation to “anti-fraud 
policies”. 

4. Draft procedure 

4.1. The attached draft procedure has been developed with reference to related documents 
from similar organisations. 

4.2. Pages 1 to 5 provide an overview of the main areas of risk, controls and reporting 
procedures.  Annex A to the procedure sets out the detailed steps to be followed if 
there is a possibility that fraud has taken place.  The Chair of the Audit Committee has 
to be kept informed at all key stages. 

5. Risk Analysis 

5.1. The draft procedure is designed to raise awareness of the possibility of financial fraud 
and thereby reduce the risk of it occurring.  

6. Legal Implications 

6.1. As noted in paragraph 3.1 above, GCRB is required to have adequate procedures to 
prevent fraud or bribery.  The draft procedure provides guidance on how to respond to 
instances of possible fraud. 
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7. Financial Implications 

7.1. The draft procedure also addresses the correct handling of losses, special payments and 
gifts.  

8. Regional Outcome Agreement Implications 

8.1. Through the conditions of grant associated with the Regional Outcome Agreement, 
GCRB is required to conduct its affairs in accordance with the expected standards of 
good governance, which include establishing appropriate arrangements in relation to 
fraud, losses, special payments and losses. 

 



 
 
SECTION 11 
 
 
 

FRAUD, LOSSES, SPECIAL PAYMENTS & GIFTS 
 
 

CONTENTS 
 
 
 

FRAUD – GENERAL _____________________________________________________________________ 1 

HIGH RISK AREAS AND DANGER SIGNS ____________________________________________ 1 

ESSENTIAL CONTROL MECHANISMS ________________________________________________ 2 

ACTION ON DISCOVERY OF FRAUD AND OTHER FORMS OF FINANCIAL 
MALPRACTICE __________________________________________________________________________ 3 

LOSSES ___________________________________________________________________________________ 4 

GIFTS AND HOSPITALITY _____________________________________________________________ 4 

MANAGEMENT CHECKS _______________________________________________________________ 5 

DOCUMENT CONTROL AND REVIEW _______________________________________________ 5 

ANNEX A: FRAUD RESPONSE GUIDANCE ___________________________________________ 6 

 
 



   

AC1-H Draft procedure on fraud losses special payments and gifts - Annex 1 
 

SECTION 11 
 

FRAUD, LOSSES, SPECIAL PAYMENTS & GIFTS 
 
 
 
 
FRAUD – GENERAL 

 
1. It is a basic principle that public sector employees must be scrupulously impartial 

and honest, that they must be seen to be so, and that they must be above 
suspicion. However, if as a result, staff are unduly complacent or unthinking about 
the risks to public resources, the scope for fraud, and other forms of theft is 
present. There are ever-present threats, whenever public funds and assets are 
involved. The scope for corruption, in particular, poses a threat where contracts 
are awarded for the supply of goods or services, buildings or works, or where the 
body is making available some concession, such as a grant, a statutory or other 
permission or waiver of some provision in regulations. 

 
2. Fraud (and other types of theft) can be perpetrated by individual members of 

staff, contractors, persons obtaining grants or services and combinations of these 
parties acting in collusion. Fraud can take different forms: through the 
misappropriation of money or other assets the diversion of receipts the misuse of 
goods and services for an unauthorised purpose. Techniques involved in 
perpetrating fraud include making false statements, falsifying records, setting up 
special bank accounts and diverting funds to them, and tampering with computer 
systems. The higher the stakes, the more elaborate can be the operations or 
perpetrators. 

 
3. Some of the main considerations in relation to fraud are set out below. Further 

guidance is available in the Scottish Public Finance Manual (SPFM). 
 
 
HIGH RISK AREAS AND DANGER SIGNS 

 
4. The main areas of risk are those where: 

 

 Cash is being handled,  

 Payment systems: payroll and creditors,  

 Stores (e.g. stationery or equipment)  

 Staff are dealing directly with manufacturers, suppliers and contractors.  
 
5. For example, a person who is responsible for both authorising the payment of a 

claim and signing and issuing the cheques, is in a position to generate and pay 
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false claims without a risk of detection. Similar risks exist outside the cash 
environment: a person who is responsible for ordering, receiving and authorising 
payments for goods or services, is in a position to misappropriate such items for 
personal gain, again without the risk of detection. 

 
6. The possibility of fraud exists throughout the office, e.g. payroll frauds (e.g. where 

‘Ghost Employees’ are added to the payroll, fraudulent award of allowances and 
performance pay awards) and where staff claim expenses in relation to travel and 
subsistence or overtime. 

 
7. Managers and staff must always be alert to the risk of fraud, other forms of theft 

and corruption. Danger signs include evidence of excessive personal spending by 
staff engaged in cash/contract work, reluctance of staff to take leave, requests for 
unusual patterns of overtime and where there seems undue possessiveness of 
records. Reluctance to take leave and over-possessiveness of records could 
suggest there is something to hide, and abnormal patterns of overtime could be 
used to achieve unauthorised access to records and systems. Line managers must 
be alert to these dangers. 

 
 
ESSENTIAL CONTROL MECHANISMS 

 
8. The prime responsibility for designing, operating and reviewing control systems 

rests with the managers involved. Overall responsibility for ensuring that such 
systems and procedures are in place rests with the Executive Director, who must 
take prime responsibility for setting up proper systems of control and for ensuring 
that there is strict compliance. Both internal and external auditors have a role in 
carrying out independent reviews of systems and assessing the adequacy of 
controls in place. In addition, internal audit is available to give advice and to 
undertake investigations of suspected irregularities if appropriate. 

 
9. The controls and checks in any system need to reflect a reasonable balance 

between efficiency and practicality on the one hand, and the responsibilities and 
costs of safeguarding public assets on the other. The degree of control within a 
system should be based on an assessment of the risks involved, the consequences 
of failure and the resource costs of eliminating or reducing these factors. 

 
10. One of the most important controls that is employed is separation of duties. In 

any accounting system, the separation of key functions amongst staff, forms an 
integral part of a systems controls and is essential in order to minimise the 
potential scope for irregularity.  
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 For example: procurement procedures where, ideally, different members of 
staff should be responsible for requisitioning, ordering and receiving goods 
and authorising payment.  

 
11. In addition, supervisory checks by management, both routine and surprise, form 

an essential part of internal control procedures, and good management practice 
entails formally maintaining a register of such checks, and the results in all cases. 
Without adequate separation of duties, the effectiveness of other control 
measures is undermined.  Where resources are limited and separation of duties is 
not possible, alternative management controls must be employed. 

 
12. Systems with adequate controls partially reduce the opportunity for fraud. 

Managers with the responsibility for awarding contracts (including minor 
contracts), making payments, authorising grants and the like, must ensure that 
they are aware of the procedures for authorising contracts and granting their 
approval. It is important that:- 

 

 Staff dealing with procedures are familiar with them  

 Payment procedures include a check that the purchase, grant or other 
expenditure has been properly authorised  

 There is adequate separation of duties and 

 Accounting and other records, such as cash balances, bank balances, physical 
stock counts, are reconciled with the actual position, and reviewed by a senior 
officer 

 
13. The procedures set up to prevent and detect fraud must be carefully followed. It is 

often the case that while there are well established procedures which provide 
appropriate levels of internal control, weaknesses often occur as a result of failure 
to comply with fundamentally sound procedures, policies and regulations, and the 
failure to implement audit recommendations. 

 
 
ACTION ON DISCOVERY OF FRAUD AND OTHER FORMS OF FINANCIAL 
MALPRACTICE 

 
14. All instances of actual or suspected financial malpractice, where the involvement 

of staff is suspected, must be reported immediately to the Executive Director and 
the Board Secretary to the GCRB. Annex A sets out GCRB’s Fraud Response 
Guidance. The guidance sets out the arrangements to ensure that when fraud is 
suspected, effective action is taken to: 
 

 Investigate the circumstances 

 Minimise the risk of subsequent loss 
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 Ensure that appropriate recovery action is taken or, failing recovery, to initiate 
action to write off and losses 

 Remedy any weaknesses in internal control procedures 

 Initiate disciplinary and legal procedures, where appropriate, and 

 Demonstrate that GCRB is not a soft target for attempted fraud. 
 
LOSSES 

 
15. Losses and special payments, by their nature, are not transactions carried out in 

the course of GCRB’s operating activities. They are therefore subject to special 
control procedures and a greater degree of control than the generality of 
payments. 

 
16. It is the duty of the Executive Director to ensure that funds are applied only for 

their intended purpose and to safeguard public funds and property. Detailed 
advice on handling losses and special payments is set out in the Financial 
Memorandum between the SFC and GCRB and in the SPFM, and should be 
rigorously followed. 

 
17. The Financial Memorandum between SFC and GCRB requires any special losses 

over £3,000 to be referred to SFC for further investigation and approval prior to 
being written off. The Executive Director has the authority to write off amounts of 
£3,000 or less, depending on the circumstances.  Before providing approval to 
write off losses the Executive Director will wish to be reassured on the 
circumstances surrounding the loss and, in particular, what action has been taken 
to avoid recurrence. 

 
18. Losses are only to be written off or special payments authorised after a most 

careful appraisal of the facts. The Executive Director has to satisfy himself or 
herself that there is no feasible alternative; for example, that in the case of losses, 
all reasonable action has been taken to effect recovery. In dealing with individual 
cases, it is also necessary to consider the soundness of control systems and the 
efficiency with which they have been operated and take any necessary steps to 
rectify control weaknesses. 

 
GIFTS AND HOSPITALITY 

 
19. Staff must exercise careful judgement in deciding whether or not to accept 

hospitality. With the exception of modest hospitality associated with a working 
lunch or dinner, the presumption is not to accept offers of hospitality. For 
avoidance of doubt, all cases out with the above should be referred to the 
Secretary to the Board.  
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MANAGEMENT CHECKS 

 

 Ensure Executive Director is being invited to authorise the write off of all losses. 
 

 Ensure that SFC approval sought for all losses over £3,000. 
 
 
 
DOCUMENT CONTROL AND REVIEW 

Approval Status Draft 

Approved by Executive Director 

Signature   

Date Approved   

EQAI Status Initial Screening Conducted? 
Full EQIA Conducted? 

Yes:         No:   
Yes:         No:   

Proposed Review 
Date 

January 2017 

Lead Officer(s) Executive Director 

Board Committee Audit Committee 
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Section 11 
 

ANNEX A: FRAUD RESPONSE GUIDANCE 

 
 
INTERNAL FRAUD 

Immediate actions 

1. All instances of actual or suspected financial malpractice, where the involvement 
of staff is suspected, must be reported immediately to the Executive Director and 
Secretary to the Board, unless any of these officers are suspected of involvement 
(and in such an eventuality the Chair of the Board should also be informed). The 
Executive Director will advise the Chair and the Chair of the Audit Committee. 
Senior staff must not conduct their own investigations. Should the initial 
examination of the facts point to a theft, fraud or other irregularity on the part of 
a member of staff, this suspicion must immediately be reported to the Executive 
Director. The Executive Director has sole responsibility for referring the instance 
to the Police/Procurator Fiscal. Under no circumstances should any other 
member of staff refer the case to either of these agencies. The Executive Director 
will also notify the Scottish Funding Council and Internal and External Auditors. 

 
Investigation 

2. The Executive Director will decide whether any allegations warrant further action 
or investigation, taking advice from the relevant specialist area (e.g. HR, Finance, 
etc) if required. 

 
3. If further action or investigation is agreed, the Executive Director should initiate 

the following action, insofar as it is appropriate to the particular case:  
 

 Decide the level at which line management should be involved and bring the 
allegations to the notice of line management if it is not already aware of them, 
at the same time confirming the investigative arrangements and reporting 
lines 

 Secure records and assets, including restrictions on access to office and 
computer systems 

 Based on advice from HR, taking legal advice as required, consider the prima 
facie case for suspension (under the disciplinary Procedures set out in the Staff 
Handbook) of any members of staff who are the subject of allegations 

 Agree the scope and nature of any preliminary investigative work required to 
establish the facts of a particular case and, if further action is warranted, the 
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scope and nature of the full investigation, and who will carry out the 
investigative work 

4. Notify  

a) The Chair of the Board, 

b) The Chair of the Audit Committee, 

c) The Scottish Funding Council (who may be able to advise on other sources 
of advice on the handling of the case, eg the Scottish Government’s 
Counter Fraud Group), and 

d) The Internal and External Auditors 

 Decide whether the appropriate Police/Procurator Fiscal Service contacts 
should be informed and 

 Agree a timetable for completion of any agreed actions. 

5. Fraud investigations may be undertaken by a suitably qualified independent 
Investigating Officer or Internal Audit, depending on the circumstances, involving 
any relevant specialists as required. 

 
6. Preliminary investigation findings must be reported to the Executive Director who, 

together with the the Secretary to the Board, will determine the terms of 
reference for any investigative work.  

 
7. Fraud and theft are potential examples of gross misconduct. However, 

investigations should not be restricted solely to allegations against an individual 
that may lead to a charge of gross misconduct. If there is a possibility that 
instances of misconduct other than fraud may also have occurred, these should be 
investigated by HR, under the relevant disciplinary procedures, at the same time 
as the fraud allegations. 

 
Selection of Investigating Officer 

8. The Executive Director will appoint, where necessary, an independent 
Investigating Officer. The Investigating Officer should have the appropriate skills 
to undertake an investigation and, if necessary, knowledge of the area of work 
under investigation. The Investigating Officer should be a person who has not had 
close personal or work related ties with the person under investigation.  The 
Investigating Officer need not be an employee of GCRB. 
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Action on Investigation Findings 

9. As soon as possible after investigations have been completed and the Executive 
Director is satisfied that no further investigations are required, he or she must 
ensure:  

 

 That disciplinary action, if any, is being taken (in line with the relevant 
disciplinary procedure) 

 That disciplinary action, if any, is being taken if the initial allegation appears to 
be malicious 

 That the form and content of any report to the Audit Committee of GCRB or 
the Scottish Funding Council is appropriate and 

 That the Police/Procurator Fiscal is notified if required. 

 
Case Closure, Follow Up and Review 

10. Where evidence of fraud or serious misconduct has been identified, the Executive 
Director should consider whether any action needs to be taken to prevent a 
recurrence. In such cases, an action plan should be drawn up setting out 
recommendations. In practice, much of the required action is likely to relate 
directly to action plans drawn up by the Investigating Officer, Internal Audit or HR. 

 
11. Action plans will include the required steps to take in response to an 

investigation’s findings. An occurrence of fraud may hold lessons to be learned for 
the Council. The Audit Committee has a lead role in ensuring that all appropriate 
action is taken forward effectively. 

 
12. The Audit Committee should be informed of the outcome of cases where a charge 

of gross misconduct relating to fraud has been made. Where such a charge has 
been brought but a disciplinary hearing does not uphold the charge, or an appeal 
panel overturns the panel’s decision, the Committee should be informed of the 
reasons for the Panel's decisions. The Committee must consider whether, in light 
of this information, there are lessons to be learned in terms of the handling of 
cases and whether the Fraud Response Plan and related guidance, for example on 
disciplinary procedures, is operating effectively. 

 
13. The Executive Director should consider recommendations for any changes to 

procedures considered necessary in light of the outcome of individual cases. If 
appropriate, where individuals have been dismissed or subject to other 
disciplinary action for matters other than fraud (e.g. abuse of IT systems), there 
should be consideration as to whether a further review should be undertaken to 
establish whether or not there has been possible misuse of other systems by the 
same individual(s). 
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Confidentiality 

14. Members of the investigating team will receive the appropriate information 
relating to individual cases. They must treat all information relating to individual 
members of staff on a confidential basis and should ensure that it is only passed 
on to colleagues on a strictly need to know basis.  

 
Reporting Cases of Fraud 

15. Losses or special payments (including write-offs) outside the delegated limits set 
out in the Financial Memorandum between SFC and GCRB (see ‘S11 Fraud Losses 
Special Payments Gifts’) must have the prior approval of the Scottish Funding 
Council. 

 
External Fraud 

16. External frauds are frauds perpetrated by third parties against GCRB (e.g. contract 
fraud or fraudulent applications for grants or subsidies or expenses). Procedures 
for responding to suspected external fraud, insofar as they are appropriate to the 
particular case, may include the following: 

 

 A report by operational management on the circumstances  

 A formal assessment of whether the evidence tends to substantiate fraud. Any 
invalid claims or invoices that could reasonably be argued were submitted in 
good faith should not normally be regarded as fraud 

 Notification of the Police / Procurator Fiscal, where appropriate 

 Recovery action and 

 Consideration of control procedures and lessons learned. 

 
17. It will normally be sufficient to alert City of Glasgow College IT services about any 

cases of internet scams. If fraud by a supplier is suspected, APUC should be kept 
informed of developments. Cases of straightforward theft (which does not qualify 
as fraud) should be notified to the Executive Director. 

 
18. If there is any suspicion of fraud at an assigned college, either in relation to the 

claiming of funds from GCRB or otherwise, then the matter should be referred to 
the Executive Director to take forward. 

 
19. If there is any suspicion of collusion on the part of GCRB members of staff in a 

suspected or discovered external fraud, the procedures relating to internal fraud 
should apply as appropriate. 

 


